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1.0 Introduction

Congratulations with the purchase of this high-quality Eminent product! This product
has undergone extensive testing by Eminent’s technical experts. Should you
experience any problems with this product, you are covered by a five-year Eminent
warranty. Please keep this manual and the receipt in a safe place.

Register your product now on www.eminent-online.com and receive product updates!

1.1 Functions and features

A short story about the product and features

1.2 Packing contents

The following parts need to be present in the packing:
e  EMA4568 or EM4569

. Power Adapter

e  ADSL Splitter

e  Ethernet Cable

e  Telephone Lines

. Quick Installation Guide

. CD-ROM
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2.0 Back Panel Overview

ORI A I T000 Y,

ON/OFF: Power switch.

RESET: Pressing and holding it for over 8 seconds restores factory default settings.
POWER: Power receptacal. Note that using a power adapter with a different voltage
rating than the one included with the device will cause damage to the product.

LAN: For connection to LAN hubs, switches or PCs. Note: If IPTV is activated, LAN
port 1 is used for connection to a set-top box, allowing you to enjoy online videos on
your TV set while surfing Internet. In wireless router mode, LAN port 4 functions as a
WAN port for Internet connection.

DSL: RJ11 port for telephone line Follow the diagram below to connect your network
devices if you plan to use DSL uplink mode (namely, telephone line).

Note! You can use use this outside a numbered list or inside a list

3.0 Quick Setup for Internet Connection

You can log into the device web utility: either via a web browser or Setup Wizard on
the included CD-ROM.
Before configuring the device, you need to config your PC’s TCP/IP settings.

3.1 Config TCP/IP Settings on PC

If you are using Windows 7, follow steps below to config your PC’s TCP/IP settings:
a) Click the “Network” icon on your computer’s desktop, select “Properties” and then
click “Open Network and Sharing Center”.
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Open

Map network drive...

Disconnect network drive...

Create shortcut
Delete

b) Click “Change adapter settings” on the left side of the window.

v Control Pacei » Network and Internet » Network and Sharing Center

Control Panel Home
View your basic network information and set up connections

Manage wireless networks * -— 0

( (hange adagter settings |

G meamasce e TENDA-PC Beoadcom_eCos_test Internet
Change advanced shaneg (This computer)
settings

View your active networks
ACCess type Inteenet
=g Broadcom eCos test Connections: «* Local A

™

Public network

Change your networking settngs

W 5etup & new commecton o network

-
Set up & wireless, broadband, dial-up, od hoc. or VPN connection of &
HLCess ot

c) Right click “Local Area Connection” and select “Properties”.



@Regﬂ

U Local Area ¢

|| Local Area Connection
o Broadcom_eCos_test

%

b

{f;’ Properties

d) Select” Internet Protocol Version 4(TCP/IPv4)"and then click “Properties”.

Py T, - _4 -

Disable
Status
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Connect using’

& Realtek RTLE139/310x Family Fast Ethemet NIC

This ction uses the foll

fems

4 7 Clientfor Microsoft Networks

¥ JB QoS Packet Scheauler

¥ B File and Printer Sharing for Microsoft Networks
M .4 Intemat Pratocol Version € (TCPIPVE)

¥ .4 Link-Layer Topolagy Discovery Mapper /O Drver
¥ .. Link Layes Topology Discovery Responder

Descripton
Transmession Control Protocolinsemat Protocol The default wide
area network protoceol hat provid avon across
diverse interconnected networks
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e) Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”. Click “OK” to save the configurations.

Interet Protocol Version 4 (TCP/IPwe) Properties |- il
General | Akernate Configuration
You can get iP settings assigned automatically If your network

supports this capability. Otherwise, you need to azk your network
administrator for the appropnate 1P settings.

(9 Obtain an I address autamatically |

Usa the following I address:

(1@ Obtain DNS server oddress sutomaticaly |
"1 Use the following ONS server addresses

shdate settinge upon exit

f) Click OK in the “Local Area Connection Properties” window.

3.2 Logging on to Web Manager via Web Browser

Before accessing Web utility verify the connectivity between the device and your
computer. To do so, follow steps below:

1. Click the Start icon on the bottom left corner of your computer desktop.
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2. Input “cmd” in the “Search programs and files” box and press “Enter”.

B .

4| Getting Started k
’
% Remote Desktop Connecticn k
Paint ]
% Snipping Tool

Al Programs

[| Search programs and files 2 |]

3. Enter “ping 192.168.1.1”, and press Enter. If your screen displays the following
results, it indicates your computer has been successfully connected to the device.
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———
3 Administraton CAWdowsisstem3ncmd ee

Hicr M o Uerslo

Roply
Reply from 1

d = 4. 1 t
mate round t mes in milli-sec

Hinimus = ¥ muE = BEs., AL

Now follow steps below to log on to device web-based utility:

1. Open the IE Browser as below.

2. Input http://192.168.1.1 in the address field and press “Enter”.

()~ [Elmpynsaieais ) -

3. You will come to the screen below:
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Lugis Camcel

Enter “admin” in both password and user name fields. You will enter following screen:

T advanzes

Seenecticn S1ates ’ e

e |Raly x
-

Ares ITELIA -

Ieternes Coasestica Trae 8VOC(*S00 MIA -
Addewsa Mebe®ornanis ¥ Covanie ¥
- y o
ALY I 2ie e Avaze
OK

Setup Internet Connection

We have just explained how to log on to the router above. And in this section, it
illustrates you how to setup your Internet connection quickly.

Now check whether you have the screen below, if not, please re-log on to the device.
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- | E—

Tecariay La|

(LY

The device provides two access types: DSL Uplink (using telephone line) and Ethernet
Uplink (using Ethernet cable). If you are using Ethernet Uplink for Internet access,
please click on the “Advanced” button for more settings and refer to Ethernet uplink
configuration in Chapter 4.

If you are using DSL Uplink, then you need to configure below settings:

1. VPI/VCI settings

Conntry : [ China =l
irea: [Shenzhen x|
VPI : |a
VEI : |35

VPI/VCI values vary depending on different countries and area. The device has
integerated common VPI/VCI values of some countries and areas. So you can just
select your country and area, the VPI/VCI values (if included) for that specific area in
your country will be populated automatically. However if you don’t find the VPI/VCI
values suiting you area or your ISP uses special VPI/VCI, consult your ISP and then
enter them manually.
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2. Internet Connection Type

Internet Conmection Ts-"pef IPOE(1483 MER) i+
PPPOE

SR (P OE(1 433 MER) ie IF
IPOA(1483 Routed)
PPPOA

Internet Connection Type: PPPOE, IPOE, IPOA, PPPOA are provided. Select one
that suit yourself. Here in the example below we use the PPPOE. For methods of
configuring other types, refer to 4.3.2.

Internet Connection Ts-"pel PPPCE j

Uzer Hame| |

Password.|

User name: Enter the user name provided by your ISP.

Password: Enter the password provided by your ISP.

Note: This information is given by an Internet service provider when you subscribe the
DSL service. If you are not sure of it, contact your service provider for help.

Country - I China j
breat I Shenzhen 'I
VET : | a
VCT : | 25
Internet Connection T}'pel FFFOE j

User Name| SZ123456789@163.0d

Passwor\:\l I

After entering user name and password, click “OK” to save settings.
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When the “Connection Status” displays “Connected”, you can start surfing Internet.
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Tel Line Eth 4 Eth3 Eth 2 Ethl

(ouoqdoooofpoondg
_ e
pe i i
L] 3 2z 1

|®

(8]
[T FOWER RESET CNOFF
| -
LA Connected
Connection Status:
Country : I Italy ;I
hrea: IEUTELI.-'?'-. "l
VPT : ||:|
YCI: ||:|

Internet Conmection T}'pe||POE|:1433 HER'Z;I

Bddress Mode™Dymanic TP Statie IF

Security Keyl

Security Key 13 made up of 8-B3 ASCIT or B4 hex characters.

The device provides wireless feature, it is advisable to secure your wireless network
with encryption.

Use the interface below to fast secure your wireless network (Only a catchy security
key is required) or go to Advanced (click the “Advanced” tab on the upper right
corner)-Wireless--Security for more settings (Apart from the security key option, you
can select a security mode and a cipher type that best fit yourself or keep the defaults
thereof unchanged. Detailed settings for the latter option, refer to Section 4.4.2
herein).

The interface below allows you to setup a security key that allows 8-64 characters.
The security mode and cipher type is preset to WPA-PSK and TKIP+AES by default.
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Security Keyl

Security Kew 1= made up of 5-63 ASCIT or B4 hex characters.

Security Key: Enter a catchy phrase of 8-64 characters for authenticating on wireless
clients that try to connect to your wireless network.

For example: If you want to set the security key to 88888888, then simply enter it in
the security key field below:

(Securit}' Keyl TTTIIIT ) ]

Security Key 1z made up of 5-6B3 ASCIT or B4 hex characters,

The device SSID is preset to “EM4568_xxxxx or EM4569 xxxx” (Xxxxxx represents
the last 6 characters in device MAC), for example “EM4568_234588 or
EM4569_234588". You can view or change it in Wireless— Basic section.

Basic Settings

Use thiz section to configuwre wireless bazic settings

e
SSID ([ EM4568 or EM4569 ]
Channel Auto =

¥ Enable Wireless

W Enable Broadeast SSII

Save Cancel

Now, check whether you can have “EM4568 or EM4569” on your wireless network
adapter’s scan list:

Note: The device default SSID is “EM4568_XXXXXX” where “XXXXXX” stands for the
last 6 characters in the device MAC address.

1. Click (wireless connection icon) to search for wireless networks as below:



1l

=

Currently connected to:

3= Network
Internet access

3=y Unidentified network
Internet access

Wireless Network Connection

| EM4568 _xoaoox

Broadcom_eCos_test00000
Broadcom_1234

aaaaaa

Tenda_240032

Tenda_AABBSO

2.

- N & -
N D T . @3

4:33 PM
12/28/2010
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Click “EM4568 or EM4569”, select “Connect” to go to the dialogue box
below and Enter the security key: 88888888.
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| -
5 cons i e
. 4B

Type the network security key

Security key: 88888888

Hide characters

[ ok || conce

Click “OK” and device will automatically connect such wireless adapter to the wireless
network in a while.

Advanced settings provide you more and powerful functionalities such as bandwidth
control, access control and port forwarding, etc. Read sections hereunder if you'd like
to know more.

4.0 Advanced Settings

On the screen below, click “Advanced”:

O hdvancad

v

Tol Lina Bth & Ntk3 Eth2 R )

2L o o

" PONER MENLT DA

" Connected

Conpaction States: Discennected

O a—
Moot [EOTECE 5]
T —
] [ ——

Internet Coramction Tncl FOE(1483 MER) 'I

Miress #oda® Bnmic It Coraie I

Secarity hﬁ
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4.1 Status

General

ADEL

LiN

WAN

Wirelezz

ADSL Traffic

4.1.1 General

This section displays device's current software/hardware version, uptime and system
mode info as below

Cesaral

st General Info

Retresh

4.1.2 ADSL

This section displays ADSL version/mode, ANNEX type, ADSL connection status and
virtual circuit settings, etc as below:
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L3
Gereral = ADSL Status ADSL
o ]
s
" :
Wireless
KR Tesffie
et e
4.1.3 LAN
This section displays LAN info: MAC/IP address and subnet mask as below.
- )
Gemesal LAN
25 LAN
™ ] '
s
Wireless
Retesh
AL Teaffsc
4.1.4 WAN

This section displays WAN info: Internet connection type, connection status, MAC/IP
address, gateway, primary/secondary DNS, subnet mask and uptime as below
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General

Vireless

ML Traffac

4.1.5 Wireless

Fefresh

This section displays wireless info: wireless radio status (enabled/disabled),
SSID, channel, network mode (802.11 mode), wireless security settings,
channel bandwidth, MAC address, WDS status and uptime as below

Cormial

-8

LAy

L

Virnless

N Teaftas

Mo

Rireless

Refzech

4.1.6 ADSL Traffic Statistics

This section displays number of packets sent/received on ADSL link as below.




21 | ENGLISH

13 w Hee @ '
Gomeral ARSL Traffic

AL Traffic Statistics w
s

.

Wireless Refzoch

ADSL Teaffse ]

4.2 Quick Setup

This setup wizard guides you through basic settings for Internet connection.

ck Set o ome ¥ b

Quick Setrp miek Setwy
] Setup Wizard e

3 system modes are supported on the device as below:

Setup Wizard

In ¥ireless ADSL Routing Mode: The DSL Fort functions as an Internet
port, through which an AUSL CPE initiates a dialup for an Internst
conmection that can be shared by multiple users.

In Wireles=s ADSL Eridzing Maode: The DSL port functions as an Internet
port. A diaup should be initiated onm uzer’ s FC for Internet commection.

In ¥ireless Eouting Mode: LAW port 4 functions as an Internet port while
DZL port becomes inoperatiwe. The dewice nmow iz wirtually a router that
letz multiple uzers share a broadband conmection

¥ fireless ADSL Routing
' ¥ireless ADSL Bridgzing

i fireless Routing

Prewious Hext
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Wireless ADSL Routing Mode: In this mode, device connects to Internet via a
telephone cable. And PCs with wireless adapters can connect to the device wirelessly.
Wireless ADSL Bridging Mode: In this mode, the DSL port functions as an Internet
port. A diaup should be initiated on user's PC for Internet connection.
Wireless Routing Mode: In this mode, LAN port 4 functions as an Internet port while
DSL port becomes inoperative. The device is virtually a wireless router that lets
multiple users share a broadband connection.
Select one mode according to your own needs (Wireless ADSL Routing Mode is used
below) and click “Next”.

Setup Wizard

Fleaze config P¥C settings manmally. If yon are not clear, consult your
IZF .

VPI: 0 (Range: (0, 255]
YOI : 0 (Range: (1, A5535)

Previous Nexzt

This is the ADSL uplink virtual connection. Consult your ISP for PVC settings and
enter them manually.

Setup Wizard Internet Connection

This setup wizard prowides the following Internet conmection types for

your selection. Go to WAN under Fetwork if you are using other types.

" PPFOE (AISL Dial up)
¥ TFOE (1483 MER)
" TPOA (1483 Eouted)

O FEFOA

Frevious Hext




23 | ENGLISH
The device supports 4 Internet connection types (The default is IPOE-Dynamic IP).
- PPPOE: Connect to Internet via PPPOE virtual dialup.
- IPOE-Dynamic IP: Connect to Internet via a dynamic IP assigned by ISP over
Ethernet.
- IPOE-Static IP: Connect to Internet via a fixed IP assigned by ISP over Ethernet

Select PPPoE, click “Next”, if your ISP is using a PPPoE connection, and
then enter the user name and password provided by your ISP.

Setup Wizard

Flease enter user name and password info below. Consult your ISF 1f you
are not clear.

Uzer Hame |

Fassword |

Confirm Pas=word |

Previous Next

If you are using a dynamic IP, simply click "Next”. The device will obtain IP settings
automatically from your ISP.

If you are using a static IP, enter the IP, subnet mask, gateway, and
primary/secondary DNS addresses and then click “Next”.
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Setup Wizard Internet Connection

Thi=z =etup wizard prowides two common Internet conmection types for your
zelection. Go to WAN under Hetwork if swou are using other types.

. Dyniamic IF (Ethernet broadband; Obtains IP settings automatically

for Internet commection from wour ISF. )

* Static IF (Ethernet broadband;ISF prowides wou with a fixed IF
address, )

Fleaze enter info prowided wour ISF below. If you forgoet, contact yowr
ISF for help.

IF Address 172, 16. 101, 42
Subnet Maszk 255.255.0.0
Gatewaw 172, 16. 100, 100

Frimary IHS

Serwver 172,16, 100. 100

Secondary IHZ

Sarwver 1TZ. 16. 100. 205 MDptionall

Previous Hext

- IP Address: Enter the WAN IP address provided by your ISP. Consult your ISP if
you are not clear.

- Subnet Mask: Enter the WAN Subnet Mask provided by your ISP. Consult your
ISP if you are not clear.

- Gateway: Enter the WAN Gateway address provided by your ISP. Consult your
ISP if you are not clear.

- Primary DNS Server: Enter the necessary DNS address provided by your ISP.
Consult your ISP if you are not clear.

- Secondary DNS Server: Enter the other DNS address if your ISP provides you
with 2 such addresses, and it is optional.

For IPOA, PPPOA connection types, refer to IPOE and PPPOE.

Whatever connection type you select, it is advisable to setup basic wireless features.
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Setup Wizard Wireless

Thiz szection lets wou configure bazic wireless =zettings.

Hireless Radio IE':i-SahlE vI

SSI0: |Tenda_2723CE

Channel IAuto "I

Security Maode

& Dizable

) WEA-FSE/WEAZ-FSE

Security Key | I-Display Kew

[(8-B3) ASCIT or B4 hex characters)

Previous Next

If you are not planning to change any default settings, click “Next”.
After completing the basic wireless settings, the screen below shall be displayed.

Setup Wizard

Click Save to complete.

Hote: Go to WAN under FNetwork and werify the Internet conmection and

related settings if the router can not access Internet.

Save Back

Click “Save” to save your settings and you will be advised to reboot the device. When
reboot completes, you can go to “Status”—"WAN” to view such settings.
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RAN

Conmection Type
Conmection
Status

MAC Addres=
IF Address
Subnet Mask
rateway
Frimary DHS
Server
Secondary DHS
Server

1p Time

Refresh

Dynamic IF C IFOED

Cable improperly conmected!

o8 3a:35:2T:23: 9
0.0.0.0
0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0Dy (=)00:00: 00
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4.3 Network

LiN

WAN

MaC Clone

DHCE

ADEL

4.3.1 LAN

LAN Settings

Use thiz section to configuwre wouwr router’ = LAN IF settings.

MAC Address c8:3a:35:2T7:23: 8

IF Addreszs 192, 185.1.1
Subnet Maslk 255, 255.255.0

Save Cancel

- MAC Address: Displays device’s LAN MAC address. It is unconfigurable.

- IP Address: Device’s LAN IP. The default is 192.168. 1.1. You can change it
according to your need.

- Subnet Mask: Device’s LAN subnet mask. The default is 255.255.255.0.

Note: If you change the device’s LAN IP address, you must reconfig your PC’s TCP/IP
settings accordingly and enter the new one in your browser to get back to its web
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utility. LAN PCs’ gateway must also be set to this new IP address for successful
Internet connection

4.3.2 WAN Settings

PPPOE
Click “Network” ->“WAN” and select PPPoE from corresponding drop-down

list.

WAN Settings

Internet Connection

[FPPPCE =]

Type

User Hame |

Faszzword | I-Display Fasszword

1492 (00 HOT change the default of 1492 unless
MTU =

necessary! )

MFEE I-CDEI HOT change it unless necessary!)

| (00 HOT enter unless
Service Hame:
necessary! )

| (00 HOT enter unless
Server Hame
necessary! )

Internet connection Type: Displays current Internet connection type.

User Name: Enter the User Name provided by your ISP.

Password: Enter the password provided by your ISP.

Display Password: Display password as it is instead of in codes.

MTU: Maximum Transmission Unit. DO NOT change it from the factory default of
1492 unless necessary. You may need to change it for optimal performance with
some specific websites or application software that cannot be opened or enabled;
in this case, try 1450, 1400, etc.

MPPE: Select it to encrypt data in transmission. DO NOT select it unless
necessary.

Service Name: Description of PPPoE connection. Leave blank unless
necessary.

Server Name: Description of server. Leave blank unless necessary.

IPoE—Dynamic IP
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If your ISP is using an IPoE connection and does not give you any IP info, then select
IPoE—Dynamic IP

WAN Settings

Internet

[IPOE(1483 MER)  =|

Commection Type

Addres=z Made

% Dynamic IF

' Static IP
IF Address 0.0.0.0
Subnet Mask 0.0.0.0
Gateway 0.0.0.0
Conmect Release
MTU (Bytel: Iﬁmﬂ HOT change it urdess necessary!)

l_Set DHS =zerwer manmally

Primary DHS Serwver
Secondary IHS Serwer

Save Cancel

The device will obtain an IP address from ISP automatically.

MTU: Maximum Transmission Unit. The default value is 1500.

Set DNS Server Manually: Check the box to enter DNS address(es) manually.
IPoE—Static IP

If your ISP is using an IPoOE connection and assigns a fixed IP address to you, then
select IPoOE—Static IP, and enter the IP address, subnet mask, primary DNS and
secondary DNS(optional) info provided by your ISP in corresponding fields.
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WAN Settings

Internet

Conmection Type

Addrez=s Mode

© Dynamic IF

& Static TP

IF Address

Subnet Maszk

Gateway

Frimary DHS Serwver
Secondary IHS Server

MT =

Save Cancel

[IPOE (1483 MER) =]

||:|.|:|.|:|.|:|

|EI.EI.EI.EI

[0.0.0.0

(0,000

[0.0.0.0 (Optionall

1500 (00 WOT change it unless neceszary!)

- IP Address: Enter the WAN IP address provided by your ISP. Consult your ISP if

you are not clear.

- Subnet Mask: Enter WAN Subnet Mask provided by your ISP. The default is

255.255.255.0.

- Gateway: Enter the WAN Gateway provided by your ISP.
- Primary DNS Server: Enter the DNS address provided by your ISP.
- Secondary DNS Server: Enter the other DNS address if your ISP provides 2

such addresses (optional).

IPOA
IPOA—Dynamic IP

If your ISP is using an IPOA connection and does not give you any IP info, then select

IPOA—Dynamic IP.
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WAN Settings

Internat

|IPOM1483 Routed) =|

Conmection Type

Address Mode

% Dynamic IP
' Static IF
IF Address 0.0.0.0
Subnet Mazk 0.0.0.0
Gateway 0.0.0.0
Connect Eeleasa
WTU (Bytel: WIIID HOT change it unless neceszary! )

[T Set DHS server marmallsy

Primary DHS Server
Secondary DHE Server

Save Cancel

The device will obtain an IP address from ISP automatically.

IPoA—Static IP

If your ISP is using an IPoOA connection and assigns a fixed IP address to you, then
select IPoA—Static IP, and enter the IP address, subnet mask, primary DNS and
secondary DNS(optional) info provided by your ISP in corresponding fields.
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WAN Settings

Internet

[IPOA(1483 Routed) |

Connection Type
fddre== Mode
' Dynanic IF

¥ Static IP

IF Address [0.0.0.0

Subnet Mask [0.0.0.0

Gateway ||:I.|:I.D.I:I

Frimary NS Serwver |I:I.|:I.D.|:|

Secondary DHS Server [0.0.0.0 (Optional)

WU & [1500 (00 WOT chemge it unless necessary!)
Save Cancel

- IP Address: Enter the WAN IP address provided by your ISP. Consult your ISP if
you are not clear.

- Subnet Mask: Enter WAN Subnet Mask provided by your ISP. The default is
255.255.255.0.

- Gateway: Enter the WAN Gateway provided by your ISP.

- Primary DNS Server: Enter the DNS address provided by your ISP.

- Secondary DNS Server: Enter the other DNS address if your ISP provides 2
such addresses (optional).

- MTU: Maximum Transmission Unit. DO NOT change it from the factory default of
1492 unless necessary. You may need to change it for optimal performance with
some specific websites or application software that cannot be opened or enabled,;
in this case, try 1450, 1400, etc.

PPPoA
Click “Network” ->“WAN” and select PPPoA from corresponding drop-down list.
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HAN Settings

Internet
|FFFOA |

Conmection Type

Uzer Hame |

Fas=word | I_]]ispla}' Fassword
1492 (D0 WOT change the default of 1492 unless

NTIr 2
neceszaryl

MEFE r (00 HOT change it unless necessary!)

Sanre Cancel

User Name: Enter the User Name provided by your ISP.

Password: Enter the password provided by your ISP.

Display Password: Display password as it is instead of in codes.

MTU: Maximum Transmission Unit. DO NOT change it from the factory default of
1492 unless necessary. You may need to change it for optimal performance with

some specific websites or application software that cannot be opened or enabled;
in this case, try 1450, 1400, etc.

4.3.3 MAC Address Clone

This section allows you to configure device’s WAN MAC address

HAC Clone

MAC Address ol 3al 30 2T 23 20

Restore to Factory Default MAC Clone MAC

Save Cancel
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- MAC Address: Config device’s WAN MAC address. You can either enter one
manually or click the “Clone MAC” button to copy your PC’s MAC.

- Clone MAC: Clicking this button changes device’s WAN MAC address from
default to the MAC address of the PC you are currently on. Don’t use this button
unless your PC’s MAC address is the one bound by your ISP.

- Restore to Factory Default MAC: Restores device’s WAN MAC to factory
default.

Note: After you clicked “Restore to Factory Default MAC”, you need to reboot the
device to activate it.

4.3.4 DHCP

DHCP Server

DHCP server is enabled on the device by default. The Dynamic Host Configuration
Protocol (DHCP) is an automatic configuration protocol used on IP networks. If you set
all LAN PCs to “Obtain an IP Address Automatically” and "Obtain DNS server address
automatically”, they will automatically load proper TCP/IP settings provided by the
device DHCP server when turned on (including IP address, subnet mask, gateway
and DNS etc), eliminating the need for manual intervention...

DHCP Server

The Dymamic Host Configuration Frotocol (OHCF) iz an amtomatic
configuration protocol used on IF networks. If wxou enable the btuilt-in
DHCF =erwer on thi=z router, it will automatically configure TCF and IF
protocol szettings for all FC= in LAN, including IF address, subnet mask,
gateway and DHS ete. .

DHCE Serwer . Dizable * Enable

Start IP Address 192 188, 1.100
End TF Address 192, 165, 1. 200

Leaze Time = 240 Minntes (1-2880)

Save Cancel
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- Start IP Address: Enter the starting IP address for the DHCP server's IP
assignment.

- End IP Address: Enter the ending IP address for the DHCP server's IP
assignment.

- Lease Time: The length of time for the IP address lease. Configuring a proper
lease time improves the efficiency for the DHCP server to reclaim disused IP
addresses.

DHCP Client List
This section displays a DHCP client's MAC address, host name, IP address and lease
time obtained from the DHCP server

DHCP Client List

Click Refresh to update DHCF client info

Host IF Addres= MaC hddres= Leaze Time

Refresh

- IP Address: Displays the IP address assigned by the DHCP server.

- MAC Address: Displays the MAC address of a corresponding DHCP client (PC
or other network device).

- Host name: Displays the name of a PC or other network device (DHCP client).

- Lease Time: Displays remaining time for a corresponding IP address lease.

Static Assignment
This feature allows DHCP server to always assign an identical IP address to a PC at a
given MAC address.

Static Assignment

IP Address ‘
MaC Address : : : : : Add
Save Cancel

- IP Address: Enter an IP address for DHCP static assignment.
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- MAC Address: Enter the MAC address of a computer to always receive the
same IP address (the IP you just entered above).

4.3.4 ADSL Settings

This section allows you to select an ADSL mode and an ANNEX type, as well as
config VPI/VCI settings for both Internet connection and IPTV connection.

¥ Home M  Exit

ADSL
ADSL
ADSL Mode [Maltimode =l
Anmex Type ANNEX & =
VC Settings
BV List DsL -
Enable I_

YFL (0, 255) 0
VCI (1, B5535) a

(D0 HOT change parameters below unless necessary!)

Encapzulation IU-": "I

ATH o3 VER =

PCR - ,D—Frame per =zacond
SCR - ,U—Frame per second
MES : [0 Frame

REN Cancel

Note: DO NOT change default settings on the screen above unless neccessary.
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4.4 Wireless

Bazic

Security

MaC Filter

WD3

Connection Status

4.4.1. Basic Settings

Basic Settings

Usze this section to configure wireless baszic settings

327D | Tenda 272308
Charnet
p Enable Wireless

[ Enable Broadcast SS5ID

Save Cancel

SSID : A SSID (Service Set Identifier) is the unique name of a wireless network.
Channel: For an optimal wireless performance, you may select the least
interferential channel. It is advisable that you select an unused channel or “Auto”
to let device detect and select the best possible channel for your wireless
network to operate on from the drop-down list. There are 13 channels available.
Enable Wireless: Check/uncheck to activate/ deactivate wireless radio. If
disabled, all wireless related features will be disabled automatically.



38 | ENGLISH
- Enable Broadcast SSID: Check/uncheck to make your wireless network visible/
invisible to any wireless clients within coverage when they perform a scan they
perform a scan to see what'’s available.

When the Broadcast SSID is disabled, your wireless network will not appear in
clients’ scan lists but it is still available, they only need to add it manually. Below
instructs you how to add a wireless network in Windows 7:

Currently connected to:

4 Unidentified network
No Internet access

Dial-up and VPN

Eminent Test
Wireless Network Connection

Eminent EM4559 T
DGN2000 M
Tenda_112323 ,q“‘_
Tenda_26990C al
Tenda-W150D :“‘

IP-COM234 o -

2 (Open Network and Sharing Center

il
L. 220PM

T slEitae

2/14/2011

Stepl: Click icon on bottom right corner as seen in the screenshot above.
Step2: Click “Open Network and Sharing Center” to display the screen below.
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:ais » Conteol Panel » Al Control Panei Romt » Network and Sharing Center

Fie (de View Took Melp

Corered Paned Home
View your basic network information and set up connections

A N @

. PP Unedentdied metwerk Irlernet
Change advanced sharing (Thes computer)
y View your actove networks Commect or daconnedt
FSg Unidentificd network :«mrm / ":"':M“ff“,.
h Publ cnnections: | Lecel dows Conne

¥ Local dees Conmectice

Change your metnerdiong settings
S0 UP & W CORNECHION GI NETWork

Lot wp & wirdhess, broadband dul-vp. 3d hor, or VPN connection: or sat 4p # router oc sccest poant

¥

Connaxt Of 1eConnect 10 8 wirsless, waed, dalup, o VPN network conmection.

Tt 8 netwert

Choowe homegruup sad thenng cpticet
Accen fles and pentens located on othet aetwtrk computeny, o change shanng settngs.
- Troubleshoot problermy

-y

Dragnose and repan eetweck prebl o get 4 d

Step3: Click “Manage Wireless Network” to enter the page below

o« » Control Panel » Network and intermet » Manage Wirelecs Networks
Fia §de Veew Took Help

Manage wireless networks that use (Wireless Network Connection)

Windows tries 10 Connect 1o these networks in the order fisted below.

Mm«mm Profetypes  Netwerk and Shasing Center

Netwerks you can view, moddy. and reorder (5)

- Tenda 2INC county: WPA Perions
" G
=

LEE

au

Tenda 324

ipipip

Step4: Click the “Add” button on the page above to enter “Manually connect to a

wireless network” page and select “Manually create a network profile” on the page
below:
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Lo

\_)"SM.‘“‘I ,.?. -' etwork

How do you want to add a network?

IS« Manually create a network profile

= This crestes o new network profile or locates an existing network and saves 3 profile
for the network on your computer, You need to know the network name (SSID) and
secunty key (£ apphcable).

N Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

[ Comcel ]

Step5: Enter the required wireless network info on the page below, and then click
“Next”.

Network name: The name of the wireless network to add (SSID).

Security type: Enter the security mode of the wireless network.

Security key: Enter the security key of the wireless network.
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e  Manually 5 R Ietlias natwiord
: — NN
Enter information for the wireless network you want to add
(Nghnodl name: Tenda W300D ]
(S“v'*v'we | WPAZ-Personal -ﬂ
(imuvbwypc | ags -
(Squl*y Key: wseswnee ] v B. ‘Ml“lﬁi
(V1 Sant this connection sutomatically
] Cgnnect even if the network is not beoadcasting
Warning: i you celect tht option, yous computer’s pracy maght be at ok
| Concel |

Step6: Click the “Close” button and you have added the wireless network manually.

You can go to “Manage Wireless Network” to check it.

o~
@ 2! Manually connect to a wireless network

(Successfully added Tenda_W300D ]

= Change connection settings
Open the connection properties so that I can change the settings.
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4.4.2 Security

Security Settings

For security purpose, we recommend you to enerypt wour wireless
network using WFAZ-FSE AEZ.

Security Mode
% Hone
{7 wrp

O WPA-FSE/WPAZ-FIE

Sawve Cancel

WEP
AuthenticationType: Select “Open” or “Shared”
WEP Key Format: Select HEX or ASCII.[]

Key Select: Select a valid key from keys 1-4. Note that you must enter the key content
in the corresponding format selected.
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Save

WPA-PSK/WPA2-PSK:

[GITa

Type:

Authentication

WEF Eewx Format

ey Select
Eeyl:
Key? : o
Kexd: o
Keyt: O

= WPA-FSE/HEAZ-FSK

Cancel

IUpen vl

Hex -

Eey Content:

EKew Length:

I]Jisable;l

|Disable =]

IDisahle;I

Moi splay Key

I]]isable;l

B4-bit Kew: 5 ASCIT ar 10 hex characters;

1258-bit Kew: 13 ASCII or 2B hex characters

There are 2 cipher types for WPA-PSK security mode: AES and TKIP+AES.
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% WPA-FSE/WPAZ-FSK

Authentication

I WPLZ2-PEK vI

Cipher Type AED -

Type:

Security Eey | l_]]isplay Key

[B-B3 ASCIT or B4 hex characters)

Key Renewal Interwal 3600

Down to 30 seconds. 0 indicates no renewal.

Save Cancel

4.4.3 MAC-based Wireless Access Control

The MAC-based Wireless Access Control feature can be used to allow or disallow
clients at specific MAC addresses to connect to your wireless network.

Hireless NAC Filter

Uze the wireless MAC Filter feature to manage client’ = access to

your wireless network.

MAC Filter Disabled  Enable

Filter Mode
. Deny Acecess to Wirelessz Fetworlk
g Allow hecess to Wireless Network

In MaC Status | Description Edit

Add Save Clear sumlFPage 0OEntry

Previous Next
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- MAC Address Filter: Selecting “Disable” means to deactivate the MAC address
filter feature. “Allow Access to Wireless Network” only allows PCs at specified
MAC addresses to connect to your wireless network while “Deny Access to
Wireless Network™ only blocks PCs at specified MAC addresses from connecting
to your wireless network.

- Add: Click it to add a new MAC to the MAC address list.

- Delete: Click it to remove an existing entry.

For example: To allow only a PC at the MAC address of 44:37:e6:2a:18:52 to connect

to your wireless network, do as follows:

1. Click “Add”, enter “44:37:e6:2a:18:52”, fill in Description field and select “Enable” as

seen below:

Hireless NAC Filter

Tse the wireless MAC Filter feature to manage client’ s access to your

wirelesz networl.

MAC Address |44:37:e5:2a:18:52

Dlezecriptian |Dnly allow the abowe MAC
Statns

Save

2. Select “Allow Access to Wireless Network” and enable the MAC address filter
feature as seen below:
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Hireless NAC Filter

Uze the wireless MAC Filter featwre to manage client’ = accezz to

wour wireless networl

MAC Filter§Enabled] Disable

Filter Mode

(. Tlerr Access to Wireless Hetworl
'GI Allaw hcecess ta Wireless Hetwark I

In MaAC Status  Deseription Edit
Only allew
Change
1 4437 e 2a15:52 Enable the abave
Delate
MAC
Add Save Clear sumlPage 1Entry
Prewious Hext
4.3.4 WDS

WDS (Wireless Distribution System) feature can be used to extend your
existing wireless network coverage
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RDS
With WDS enabled, the dewice only scans wirelezz AFs that
operate on the same chanmel with itself within cowerage. To
ensure that both link partners operate on an identical chanmel,
DO HOT =elect dute. Eoth sides must share identical chanmel and
security settings for successful implementation of the WIS
feature For security settings, go to Wireless —» Security
WIS Mode |Wireless AF j
Bridge Contrel IEr'-E'J:']-E ﬂ
Soan
Eemote Bridge’ =
MAC Address: | |
Save Cancel

WDS Mode: Select Wireless AP or bridge mode.

Bridge Control: Select Disable or Enable.

Scan: Enable the Bridge Control feature and Click the Scan button; SSIDs and
BSSIDs of wireless devices on same channel will be displayed.

For example: To use the Scan button to display available networks, do as follows:

1.

Select Bridge mode from WDS Mode drop-down menu and “Enable” from Bridge

Control drop-down menu as seen below.
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RDS

With WDS enabled, the dewice only scans wireless AFs that
operate on the same chanmel with i1tself within coverage. To
ensure that both link partners operate on an identical chanmel,
DO HOT select duto. EBoth =sides must share 1dentical chanmel and
zecurity settings for succeszsful implementation of the WIS

feature For security settings, go to Wireless —» Security.

WIS Mode |Bridge hd
Eridge Control |Enable il
LA

Femote Bridge’ s

MAC Address: | |

Save Cancel

Click the “Scan” button.
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RDS

With WIS enabled, the dewice only =scans wireless AF= that
operate on the zame chanmel with 1t=self within cowerage. To
ensure that both link partners operate on an identical chanmel,
I0 HOT select Auto. Both sides must share identical chanmel and
security settings for successful implementation of the WIS

feature For security settings, go to Wireless -7 Security.

WDS Mode |Bridge |

Bridge Control IEr‘la]:']-E j

Bemote Bridge' =

MAC Addvess: | |

Remote SSID/MAC 210 BSSID

W oro 0000433092 : 40

Refresh ' Connect I

3. If you want to connect to any wireless network, simply check the box next to
such network and click “Connect”. And device will connect to it automatically.

Note:

1. WDS feature can only be implemented between 2 wireless devices that both
support the WDS feature.

2. SSID, channel, security settings and security key must be the same on both such
devices.

3. The device only supports WEP encryption for this feature.

4. It is advisable to disable device’s built-in DHCP server when using the WDS feature
5. Device LAN IP must be set to the same IP net segment as link partner when using
the WDS feature.



50 | ENGLISH
4.3.5 Connection Status

This section displays the info of currently connected wireless clients including MAC
addresses and connection status, security mode and SSID.

Connection Status
This =zection displays wirelesz client infa.

Cormection
MAC Address Authentication S5ID
Status

Refresh

4.5 Advanced Applications

Swztem Mode

IFTV

Bandwidth Control

Cornection Status

DDNS

Virtual Serwer

DNZ Host

TPnP
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4.5.1 System Mode

3 system modes are supported: Wireless ADSL Routing, Wireless ADSL Bridging and
Wireless Routing. The default is Wireless ADSL Routing.

Select Wireless ADSL Routing, if you want to connect to Internet via a telephone line

and initiate a dialup on the device for Internet connection.

Select Wireless ADSL Bridging, if you want to connect to Internet via a telephone line
and initiate a dialup on your PC for Internet connection.

Select Wireless Routing, if you want to connect to Internet via an Ethernet cable.

System Hode

Wirelesz ADSL ISL Fort, Intermet port, through which an ADSL CEE
Routing Mode initiates a dialup for an Internet commection that
can be shared by multiple users.

Wireles=s ANSL Wireles=s ANSL Bridge: The DSL port functions as an
Bridzing Made Internet port. A dianpl should be inmitiated on a FC

for Internet connection.
Wireless Routing Wireless Eouter: When LaH4 WAF functions as an
Made Internet (WAN) port, DSL port becomes
inoperative The devwice now 1s wirtunally a router
that lets multiple users share a broadband
connection.

Swstem Mode
o Wirelezs ADSL Routing Mode
O fiveless ADSL Brideing Mode

C Wireless Routing Mode

Fote: 1. The router deliverz different functionalitiesz in
different system modes.
2. In ADSL Routing Maode, wou must actiwate walid and
operative F¥C =settingzs for the default routing
interface to access Internet.

Sawe Cancel

In Wireless ADSL Routing Mode: The DSL Port functions as an Internet port, through
which an ADSL CPE initiates a dialup for an Internet connection that can be shared by
multiple users.

In Wireless ADSL Bridging Mode: The DSL port functions as an Internet port. A diaup
should be initiated on user's PC for Internet connection.

In Wireless Routing Mode: LAN port 4 functions as an Internet port while DSL port
becomes inoperative. The device now is virtually a router that lets multiple users share
a broadband connection.
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Note: The IPTV feature is available only in Wireless ADSL Routing and Wireless
ADSL Bridging modes.

452 IPTV

The IPTV feature makes it possible to enjoy online videos on your TV set via a set-top
box while surfing Internet.

Note . The IPTV feature is only available in Wireless ADSL Routing mode and
Wireless ADSL Bridging mode.

M Esakle 17TV

Kedizm Trps

L T

€ Wirelaze

IPTV S5ID |

terer ity o
B ninakle
- e
I v
' Fam
Save Cangcel

- Enable IPTV: Check/uncheck to enable/disable the IPTV feature.

- Wired: Select it if you are connecting your set-top box to the device using an
Ethernet cable.

- Wireless: Select it if you are connecting your set-top box to the device
wirelessly.

- IPTV SSID[J SSID of IPTV wireless network; used by set-top box to connect to
the device wirelessly.
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- WEP Click to encrypt IPTV wireless connection.

To use the IPTV feature, do as follows:

1) If you want to connect your set-top box to the device using an Ethernet cable, do as
follows:

a). Connect your set-top box to LAN port 1 on the device.

b). Go to Network—ADSL, select IPTV from PVC List drop-down menu, check
“Enable” and then enter the VPI and VCI values manually. When you finish all these
settings, click “Save” to save such settings.

Note: The VPI and VCI values on screenshot are for demonstration purpose only.
Consult your ISP if you are not clear.

¥ HOme o E
LAH
ADGL
LI
ADSL
HAC Clone ADGL Had Beliieds =
T R T AENEE & "I
B | }
2
¥
BT s sumaer s ballew wnledd fmendiary
L -
AT & WER =

c) On the IPTV interface, check the “Enable IPTV” box and select “Wired” (activated
by default).

d). Save your settings and reboot the device.
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LAN portl functions as the IPTV port

r IPTV use, it can no longer cbtain an IP
address sutomaticall 5 DO NOT set the port, which is connected t
8 local PC, to a IPTV port. otherwise the ceonnected PC will not be
able to =zccess Internet.
If Wireless is selected. the wireleszs fezature ns only for IPT
feature.
r‘iiralass
IPTV 551D-
Securitr Mode
¥ Dicah

Disable
suthentication tvpe is Open.
Sawve Cancel

e). Turn on your set-top box when the ADSL LED displays a solid light after reboot.
f). When set-top box shows that it is successfully connected, you can start enjoying
IPTV.

2) If you want to connect your set-top box to the device wirelessly, do as follows:

a). Go to Network—ADSL, select IPTV from PVC List drop-down menu, check

“Enable” and then enter the VPI and VCI values manually. When you finish all these
settings, click “Save” to save such settings.

Note: The VPI and VCI values on screenshot are for demonstration purpose only.
Consult your ISP if you are not clear.
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|N|,-|:-.-.-|_‘:| k I B Moma =
LaK
ADSL
wan
e Clons —_— g
bEE o B R L =
- B Lixt [rr =]
Euakls ¥
- O
' E
=t wmatart balew wnlags
==
AT g |
Py [0 Prass por asced
e [T Tress par secemd
s [ Pre=
| o

b) On IPTV interface, check the “Enable IPTV” box, select “Wireless” and specify an
IPTV SSID (used by set-top box to connect to the device).

c). Select WEP and enter a key.

d). Save your settings and reboot the device.
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¥ gnabis 1PV

Eedium Trpe
If Wired is selected. LAN portl functions as the IPTV port.
7 wWired
Cnce a port is set for IPTV use. it can no longer obtain an IP
address automaticall s DO NOT set the port, which is connected to
a local PC, to a IPTV port therwise the connected PC will not be
able to access Intermet.
If Wireless is selected; the wireless feature functions only for IPTV
feature.
F'I_IIEIEEE
IPTV S5ID IFTV-Sctop
Securitr Mode
o Disable
@ wee
[::’.u‘:_t.-' Ee¥ [TIIY] ] [ pisplar Ee
3 or 13 ASCII characters only. The default
authentication type is Open.

Cancel

e). Turn on your set-top box when the ADSL LED displays a solid light after reboot
f). On your set-top box management interface, select “Wireless”, enter the IPTV SSID
and security key to connect to the device.

4 5.3 Bandwidth Control

To better manage bandwidth allocation and optimize network performance,
use the bandwidth control feature
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Custom Bandwidth Control

Usze this =zection to manage and allocate wour bandwidth resource.

¥  Enable

IF Eange -

Bandwidth Range

Uplink Bandwi dth| IEps=
Downlinls Ba.ndwidth| FEp=

Description

Save Back

- Enable: Check/uncheck to enable/disable current bandwidth entry. If disabled,
the existing entry will not take effect.

- IP Range: Enter a single IP or an IP range.

- Uplink Bandwidth Limit: Max total upload bandwidth for a specified PC or a
range of PCs.

- Downlink Bandwidth Limit: Max total download bandwidth for a specified PC or
a range of PCs.

- Description: Simple description of current entry.

4 5.4 Connection List

This section displays info of clients that connect to your device
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Connection Status

This section displays client info and conmection status, ete.

IF Addre=z MAC Addre=z Madium Type Hired/Mirelezs)
192 165. 1. 100 00:E0:4C:69:3E:12 Wired
192, 1685, 30. 93 00:EO:0OC: 02 D6 9T Wired
192. 16§, 30. 183 00 BO:OC:02: 05 T3 Hired
Fagel

Eefresh

- IP Address: Displays the IP address of a connected client.

- MAC Address: Displays the MAC address of a connected client.

- Medium Type: Displays "Wireless" or “Wired”, indicating whether corresponding
client is connected to the device wirelessly or via an Ethernet cable.

4.5.5 DDNS

Dynamic DNS or DDNS is a term used for the updating in real time of Internet Domain
Name System (DNS) name servers. We use a numeric IP address allocated by
Internet Service Provider (ISP) to connect to Internet; the address may either be
stable (“static"), or may change from one session on the Internet to the next
("dynamic").

However, a numeric address is inconvenient to remember; an address which changes
unpredictably makes connection impossible. The DDNS provider allocates a static
hostname to the user; whenever the user is allocated a new IP address this is
communicated to the DDNS provider by software running on a computer or network
device at that address; the provider distributes the association between the hostname
and the address to the Internet's DNS servers so that they may resolve DNS queries.
Thus, uninterrupted access to devices and services whose numeric IP address may
change is maintained.
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DDNS
DDHS C Enstle @ Disable
Service Prowider I dyndnzs "’I Begister
Uzer Hame |

Paszword |

Domain Hame: |

Save Cancel

- DDNS: Select to Enable or Disable the DDNS feature.

- Service Provider: Select your DDNS service provider from the drop-down menu.

- Username: Enter the DDNS username registered on DDNS server.

- Password: Enter the DDNS password registered on DDNS server.

- Domain Name: Enter the DDNS domain name distributed by your DDNS service
provider.

- Save: Click it to save your settings.

4.5.6 Virtual Server

The Virtual Server feature grants Internet users access to services on your LAN. It is
useful for hosting online services such as FTP, Web, or game servers. For each
Virtual Server, you define a WAN port on your router for redirection to an internal LAN
IP Address and LAN port
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Virtual Server

Virtual Serwver allows wou to open a single WAN serwice port

redirect all traffic receiwed through such port to a LAN =zerwver
at a designated IF address. It allows computers on the Intermet
to access a specific computer or serwice within a priwate local

area network (LAND.

External FPort
ID Frivate IF Frotocol  Enable  Delete
Internal Fort

N — | [erh ]
I — | [Eerh ]
N | [Both ]
N | [Bott ]
20— | [Eerh ]
I — | [Eerh ]
AN — | [Both ]
N | [Bott ]
I — | [Eerh ]
| -] | [Both =]

o ogofg|jao/g(a|a|gd,|o
I 8 o o R

- External Port- Internal Port: Enter the service ports.

- Private IP: Enter an IP address of the LAN PC used as a server.

- Protocol: Includes TCP, UDP and Both. Select “Both” if you are not sure about
which protocol to use.

- Enable: Check the “Enable” box to activate corresponding entry.

- Delete: Check the “Delete” box to delete the corresponding entry.

Well-Known Service Ports: The “Well-Known Service Port” lists commonly used
protocol ports. To add a port in the drop-down list to the External / Internal Port field of
a specific entry automatically, select it and a number from the ID drop-down list, and
then click “Add to”. In case that you don’t find the port you need, enter it manually.

For example:
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You want to share some large files with your friends who are not in your LAN; however
it is not convenient to transfer such large files. Then, you can set up your own PC as a
FTP server and use the virtual server feature to let your friends access these files.
Provided that the static IP address of the FTP server (Namely, your PC) is
192.168.1.10 and you want your friends to access this FTP server through default port
21 and using TCP protocol, then do as follows:
1. Enter 21 for both the WAN and LAN port fields in ID 1, or select "FTP" from “Well-
Known Service Port” and port 21 will be added automatically to ID 1.
2. Enter 192.168.1.10 for the "IP Address", select "TCP" and then select "Enable'.
3. The screenshot below displays the above settings.

Yirtual Server

¥irtual Server zllows wou to open a single WAW service port

redirect all traffie receiwved through such port to a LaH serwer
at a designated IF address. It allows computers on the Internet
to access a specific computer or serwice within a priwvate local

area network [(LAH].

External Fort
In Frivate IF Frotocol  Enable Delete
Internal Fort

1 [zt 21 [192.168.1. 10 |TCP | I N
2 [} | Fesl
s 1 | Frsl
« | sl ¢ ©
s | Fosl -
o [ H | =2
N | Forsl

4. Click "Save".

Now, your friends only need to enter ftp://xxx.xxx.xxx.xxx:21 in their browsers to
access your FTP server. xxx.xxx.xxx.xxx is the device's WAN IP address. For
example, if it is 172.16.102.89, then your friends only need to enter
"ftp://172.16.102.89: 21" in their browsers.
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Note: If you include port 80 on this section, you must set the port on remote (web-
based) management section to a different number than 80, such as 8080, otherwise
the virtual server feature may not take effect.

4.5.7 DMZ Host

In some cases, we need to set a computer to be completely exposed to
extranet for implementation of a bidirectional communication. To do so, we
set it as a DMZ host.

DEZ Host

Hote: Once IMZ feature is enabled, the IMZ host immediately loses protection from
the device firewall and becomes sulnerable to attack

Enable -
IMZ Hest IF |1E|2.1|38.1.1DD
Save Cancel

- DMZ Host IP Address: Enter the IP address of a LAN computer which you want
to set to a DMZ host.
- Enable: Check/uncheck to enable/disable the DMZ host feature.

For example: If you want to completely expose a PC (behind the device) at
the IP address of 192.168.1.100 to Internet users for sharing resources, do
as follows:

1. Onthe DMZ interface, enter 192.168.1.100 and check “Enable”.

DEZ Host

Hote: Once IMZ feature 1=z enabled, the DMZ host immediately loszes protection from
the device firewall and becomes sulnerable to attack

Enable
IMZ Host IF |192.1|38.1.1DD
Save Cancel

2. Save your settings.

3. Assuming that the device WAN IP address is 183.37.227.201, then simply entering
“http1//183.37.227.201” in web browsers will redirect Internet users to web server on
the DMZ host.
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(L)~ |&] http//183.37.227.201 [ 4] x|

4.5.8 UPNP

UPnNP (Universal Plug and Play) allows a network device to discover and connect to
other devices on the network. With this feature enabled, hosts in LAN can request the
device to perform special port forwarding so as to enable external hosts to access
resources on internal hosts.

UPnP

M Enable UvPnP

Savre Cancel

Enable UPnP: Check/uncheck to enable/disable the UPnP feature.
Note: UPnP works in Windows XP, Windows ME or later (NOTE: Operational system

needs to be integrated with or installed with Directx 9.0) or in an environment with
installed application software that supports UPnP.

4.6 Security

Mac Filter

Client Filter

TEL Filter

Remote Web Management
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4.6.1 MAC Address Filter

To better manage PCs in LAN, you can use the MAC Address Filter function to
allow/disallow such PCs to access to Internet

NAC Filter
Filter Made IDEI‘[}? vl feocess To Internet
Select =
Enable

Deseription

MAC Address I_: ’_: ’_: I_: I_: ’_
Time f oo & ] oo g ~ |00 =00 =

i

Day pEver}' day |751.m|7 MoinueF'ﬂenW ThulF Fri pSat
Delete Clear
Save Cancel

- Filter Mode: Select Deny or Allow according to your own needs. Deny Access
To Internet: Disallow only PCs at specified MAC addresses to access Internet.
Other PCs are allowed.

Allow Access To Internet: Allow only PCs at specified MAC addresses to access

Internet. Other PCs are denied.

- Select: Select a number (indicating a corresponding entry) from the
drop-down menu.

- Description: Enter a meaningful name to you for corresponding entry.

- MAC Address: Enter the PC’s MAC address that you want to filter out.

- Time: Select a time range for the corresponding entry to take effect.

- Day: select a day or several days for the corresponding entry to take effect.

- Enable: Check/uncheck to enable/disable the corresponding entry.

Examplel: To prevent a PC at the MAC address of 00:E0:4C:69:A4:10 from
accessing Internet from 8:00 to18: 00 on working days: Monday- Friday, config same
settings on the screenshot below on your device:
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NAC Filter

Filter Mode I Aocess To Internet

Select (1 =

Enabl e I

Dlescription

MAC Address

Time

Dazr I-Ever}' day I-S i |54 Monp Tuep'ﬁ'enFThué‘E.ETri
Dlelete Clear

' Save I Cancel

Sat

Example2: To allow a PC at the MAC address of 00:E0:4C:69:A4:10 to access
Internet from 8:00 to18: 00 on working days: Monday- Friday, config same settings

on the screenshot below on your device:

NAC Filter

Filter Mode |All|:|w ‘] Aecess To Internet

Select (1) |-

Enable
Deseription

MAC hddress oo

Sat

Time oo
Day I-Ever}' day I-S I7F|1011|7 Tuep'ﬁ'einh FTI’I
Delate Clear
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4.6.2 Client Filter

To better manage PCs in LAN, you can allow or disallow such PCs to access certain
ports on Internet using the Client Filter functionality

Client Filter

Filter Mode IDEH}P vl bhecess To Internet

Select I (3 j

Enable Il
lescription
Start IP Address 192 163 1.

End IF Address 192 165, 1.

Fort N
Traffic Type I EBoth vl
Time joo&] ooz ~ Joo =00 =]

Every day 7

Day
¥ sun ¥ Mon ¥ Tue I en ¥ Tho ¥ Fri [ 5at
Deleate Clear
Save Cancel

- Filter Mode: Select Deny or Allow according to your own needs.

- Select: Select a number (indicating a filter rule) from the drop-down menu.

- Description: Enter a meaningful name to yourself for a new filter rule.

- Start /End IP Address: Enter a starting/ending IP address.

- Port: Enter TCP/UDP protocol port number (s); it can be a range of ports or a
single port.

- Traffic Type: Select a protocol or protocols for the traffic (TCP/UDP/Both).

- Time: Select a time range for the rule to take effect.

- Day: Select a day or several days for the rule to take effect.

- Enable: Check to enable or uncheck to disable a corresponding filter rule

(allow/disallow matched packets to pass through router)
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Example 1: To prohibit PCs within the IP address range of 192.168.1.100--
192.168.1.150 from accessing Internet, do as follows:

Client Filter

Filter Mode (IDE!n}? vI becess Ta Internet]

Select I (12 j

Enable
Description

Start IF Address 192 1RZ. 1.|100

End TF Addre=s 182. 168.1.| 150

Fort [T fss3s
Traffic Type I Both vl
Time [00 =] |00 =] ~ |00 =] |00 %]

o Zun I Mon I Tue ¥ en P Tha P Fri ¥ Sat

Delate Clear

Example 2: To allow only the PC at an IP address of 192.168. 1.145 to access
Internet from 8:00 to 18: 00, do as follows
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Client Filter

Filter Mode I fecess To Internet

Select I (1) j

Enable
Description

Start IF Address 192.168. 1. [145

End IF Address 192, 168, 1.|145

Fort ITW
Traffic Type IBD‘th vl

Time [og =] o0 =] ~ |18 =] [00 =]

W
Day Ewersy dﬂ' v

Delete Clear

cane

4.6.3 URL Filter

¥ sun ¥ Mon ¥ Tue ¥ Weon W Tho W Fri W 5at

To better control LAN PCs, you can use the URL filter functionality to allow
or disallow such PC to access certain websites within a specified time range.
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UOEL Filter

Filter Made IDEH}? vl Aeccess To Internet

Select (1 =
Enable r
Deseription

Start TP Address 192 188.1.[ |

End IF Addres=s 192 188 1.

UEL String |

Time {00 & Joo = ~ ooz .| oo =

Every day I

Day
F 5un ¥ Won ¥ Tue ¥ ten ¥ Tho ¥ Fri ¥ Sat
Delete Clear
Sawe Cancel

Filter Mode: Select Deny or Allow according to your own needs.

Select: Select a number (indicating a filter rule) from the drop-down menu.
Description: Enter a meaningful name to you for the corresponding entry.
Start/End IP Address: Enter the starting/ending IP address.

URL String: Enter domain names or a part of a domain name that needs to be
filtered out.

Time: Select a time range for the corresponding entry to take effect.

Day: select a day or several days for the corresponding entry to

take effect.

Enable: Check to enable or uncheck to disable the corresponding entry
(allow/disallow matched packets to pass through device)

For example:
If you want to disallow all computers on your LAN to access “yahoo.com”

from 8: 00 to 18: 00 on working days: Monday- Friday, then do as follows:
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URL Filter

Filter Mode (IDEHY VI hecess Tao Internet]

Select

a:

Enable

—

Description

Start IF Address 192 1858 1.

End TP Address 192, 165. 1. | 254

UEL String |3ra.hno. com
Time {08 =] o0 =] ~ |18 +] 00 +|
Day Every dayl_
l-Su:nﬂ_7 Moz W/ Tue p'ﬁ'einhuFFr]rSat
Delete Clear

Note: Each entry can include up to 16 domain names, each of which must be
seperated with a semicolon.

4.6.4 Remote Web-based Management

The Remote Web-based Management feature allows users to configure your device
from Internet via a web browser
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MiC Address Filter

Client Filter

TEL Filter

Eemote Web Managzement

W Home M Exit

Remote Web Nanagement

Enable ~
e
Fort JsusU

TF Address |218.85.93.33

Save Cancel

Enable: Check or uncheck to enable or disable the remote web-based

management feature.

Port: Enter a port number for remote web-based management.
IP Address: Enter the IP address of a PC on Internet authorized to access and
manage the device’s web-based utility remotely

For example: If you want to allow only a PC at the IP address of 218.88.93.33 to
access your router’'s web-based utility from Internet via port: 8080, then config same
settings shown on the sreenshot on your router. And what this IP user needs to do is
to simply launch a browser and enter http: //220.135.211.56:8080 (provided that the
router's WAN IP address is 220.135.211.56).

Note: If you enter 0.0.0.0 in the IP address box, then all PCs on Internet can access
your router’s Web-based utility to view or change your settings remotely once you
enable the remote Web-based management feature.

4.7 Tools
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Svzlog

Time & Date

Change Password

Baclkup

Fezstore

Firmware Tpdate

Festore to Factory Default

Eeboot

4.7.1 Logs

The syslog option allows you to view all events that occur upon system startup.
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Syslog

This section allews ¥ou to wiew all events that occur upon system

startup.

View Log Levelslrc‘-” 'I

Index Loz Contents=

2011-05-01

1 s¥stem DHCE Server Start
0o oo:0z
2011-05-01

2 sy¥stem wanl up
oo:oo:1T
2012-05-22

] system Syme time success
14:11:12
2012-05-22

4 system Syme time success
14:41:04

Pagel
4.7.2 Time

This section assists you in setting the device’s system time; you can either select to
set the time and date manually or automatically obtain the GMT time from Internet. By
default, “Sync with Internet time servers” is enabled as seen below.
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Time and Date

Thiz =zection assists ¥ou in setting the device current time; you can
esither =elect to zet the time and date marmally or update it fraom
Internet antomatically
Hote: The configured time and date information lose when the dewice
iz powered off Howewer, 1t will be npdated automatically when the
ronter conmects to the Internet.
FS}mc with Internet time serwvers

Syne Interwal |3E| minutes vl

Time Zone:

(GMT+08:00)Beijing, Chongguing, Hong Kong, Urumagi ;|
Hote: GMT time will be updated automatically only when the dewice 1z

commected to Internet

Set Time and Date Marmally:

2012 [Year (05 Month (22 Day (15 Howr (01 Minute |56

Second Syncwith Your PC Time

Save Cancel

4.7.3 Change Password/User Name

This section allows you to change login password/user name for accessing device
web manager. Both login password and user name are preset to “admin” by default.
To change either, do as follows:

1. Click “Change Password” to enter the interface below:
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Change Password

Hate Default password 1=z admin, e recommend wou to change 1t
for better security. The password allows a maximum of 14

characters in length and noe =pace.

014 User Hame |ac|min

014 Pas=word |

Few User Hame |

Hew FPaz=zword |

Confirm Hew

Faz=zword

Save Cancel

2. Enter your current user name and password in Old User Name and Old Password
fields as seen below

Change Password

Hate Default passzword 1= admin, We recommend you to change 1t
for better security. The password allows a maximum of 14

characters in length and no =pace.

01d User Hame |C-IE|ITIiI'I

01d Paz=zword |aaaaa

Hew User Hame |

Hew Paz=zword |

Confirm Hew

Paz=zword

Save Cancel
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3. Enter a new user name and a new password in New User Name and New
Password fields as seen below:

Change Password

Hate DNefault password 1= admin, We recommend wou to change it
for better security. The password allows a maximuam of 14

characters in length and no space.

01d User Hanz  |admin
01d Fassword |.ii.i
Hew Uzer Hame |I1E".-\ﬁ'
Hew Fassword |.ii

Confirm Hew

Password

Save Cancel

4. Click "Save” and the login window displays:
5. Enter the new user name and password to relog in to EM4568 or EM4569’s web
manager.

4.7.4 Backup

This section allows you to backup current settings. Once you have configured the
device the way you want it, you can save these settings to a configuration file on your
local hard drive that can later be imported to your device in case that the device is
restored to factory default settings.

To backup, click the “Backup” button on the screen below.
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W Home &  Ext

Backup

Uzse the Baclmp feature to zave current settings to wour local hard drive.

Backup

And then, click the “Save” button on the appearing screen to store it under the
selected path.

Filc Download x]

Do you want te savc this file?

X Mame: backupcattinge.conf
Typa: | Inknown Eile | ype

From. 192.188.1.1

[ Save || Cancal |

harmn your computer. f you do not trust the souwce, do not save this

@ While filees Do Lhig Inibennisl van bie uselul, sune files can pulenlially
filz:, What 'a the rale?

4.7.5 Restore

This section allows you to restore previous settings configured on the device.
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Restore

Uze the Restore feature to restore settings sawed previously to your
local hard drive.

Load Settings from Local Hard

| Browse...

Drivwe:

Restore

To restore previous settings, do as follows:
1. Click the "Browse" button to locate and select a configuration file that is saved
previously to your local hard drive.

Restore

Use the Restore feature to restore settings saved prewiously to wour
lacal hard driwe.

Load Settings from Local Hard

{lo/Documents and Sett] Browse...

Drive:

Restore

2. Click “Restore” to import previous settings and the device will reboot.

7.

Rebooting="s Fleaze wait!13%
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4.7.6 Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality of your device
and also to add new features. If you run into a problem with a specific feature of the
device, log on to our website (www.eminent-online.com) to download the latest
firmware to update your device.

Stepl

Step?

Step3d

Hote

Select a

Yer=ion
Product Hame

EReleaze Date

Update

W Home M Exit

Firmware Update

firmware file:

Download the latest firmware from www. tend. oo

Click Browse to locate and select the downloaded
firmware.

Click the button Update to upgrade wour dewice.

Hote: Do not power off the router or disconmect Ethernet
cable while upgrading, otherwise it may be permanentls
damaged. lUpgrading taltes about 2 mimmtes. When 1t is

complete, the dewice will reboot antomatically.

Browse...

¥1.1.0 8en ETIT)
Wireless ADSLE+ Router

May 15 2012

Browse: Click it to select a downloaded firmware.
Update: Click it to update your device firmware. The process takes about 2 minutes,
device will reboot automatically after it completes
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7.

Rebooting="= Fleaze wait!13%

4.7.7 Restore to Factory Default Settings

To restore all settings to the device's factory default values, click the " Default” button
on the interface below and then the “OK” button on appearing dialogue box. Restoring
factory defaults requires system reboot.

W Home M Exit

Restore to Factory Default

To restore factory defanlts, click the button Restore to Factory Defanlt

below.

Default

7.

Rebooting="s Fleaze wait!13%
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5.0 Frequently Asked Questions and other
related information

The latest Frequently asked questions for your product can be found on the support
page of your product. Eminent will update these pages frequently to assure you have

the most recent information. Visit www.eminent-online.com for more information about
your product.

6.0 Service and support

This user's manual has been carefully written by Eminent’s technical experts. If you
have problems installing or using the product, please fill out the support form at the
website www.eminent-online.com/

You can also contact us by phone. Please check http://www.eminent-online.com for
the helpdesk phone number and opening hours.

7.0 Warning and points of attention

Due to laws, directives and regulations set out by the European parliament, some
(wireless) devices could be subject to limitations concerning its use in certain
European member states. In certain European member states the use of such devices
could be prohibited. Contact your (local) government for more information about this
limitations.

Always follow up the instructions in the manual*, especially where it concerns devices
which need to be assembled.

Warning: In most cases this concerns an electronic device. Wrong/improper use may
lead to (severe) injuries!

Repairing of the device should be done by qualified Eminent staff. The warranty
immediately voids when products have undergone self repair and/or by misuse. For
extended warranty conditions, please visit our website at www.eminent-online.com.

*Tip: Eminent manuals are written with great care. However, due to new technological
developments it can happen that a printed manual does not longer contain the most
recent information.

If you are experiencing any problems with the printed manual or you cannot find what
you are looking for, please always check our website www.eminent-online.com first for
the newest updated manual.


http://www.eminent-online.com/
http://www.eminent-online.com/
http://www.eminent-online.com/
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Also, you will find frequently asked questions in the FAQ section. It is highly
recommended to consult the FAQ section. Very often the answer to your questions will
be found here.

8.0 Warranty conditions

The five-year Eminent warranty applies to all Eminent products, unless mentioned
otherwise before or during the moment of purchase. After buying a second-hand
Eminent product the remaining period of warranty is measured from the moment of
purchase by the product’s initial owner. Eminent warranty applies to all Eminent
products and parts, indissolubly connected or mounted to the product it concerns.
Power supply adapters, batteries, antennas and all other products not directly
integrated in or connected to the main product or products of which, without
reasonable doubt, can be assumed that wear and tear during use will show a different
pattern than the main product, are not covered by the Eminent warranty. Products are
not covered by the Eminent warranty when exposed to incorrect/improper use,
external influences or when opening the service parts of the product by parties other
than Eminent. Eminent may use refurbished materials for repair or replacement of
your defective product. Eminent cannot be held responsible for changes in network
settings by internet providers. We cannot guarantee that the Eminent networking
product will keep working when settings are changed by the internet providers.
Eminent cannot guarantee the working of web services, apps and other third party
content that is available through Eminent products. Eminent products with an internal
hard disk have a limited warranty period of two years on the hard disk. Eminent could
not be held responsible for any data lost. Please make sure that if the product stores
data on a hard drive or other memory source, you will make a copy before you return
the product for repair.

When my product gets defective
Should you encounter a product rendered defective for reasons other than described
above: Please contact your point of purchase for taking care of your defective product.

Trademarks: all brand names are trademarks
and/or registered trademarks of their respec-
tive holders.

The information contained in this document

has been created with the utmost care. No le-

gal rights can be derived from these contents.
WWW.EMINENT-ONLINE.COM Eminent cannot be held responsible, nor liable

for the information contained in this document.

Eminent is a member of the Intronics Group
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